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Wireless Security
In the current connected world, internet-connected devices are owned by a considerable percentage of people. With such numbers of devices rising every day, the chance of exploitation maximizes exponentially. There is a need to execute a solid security strategy to reduces the chances of exploitation. Criminal entities may use the internet-connected devices to steal identities, collect unique information, secretly watch or listen to users, and compromise financial data. It is, therefore, important for people and organizations to perform wireless security to prevent giving a chance to nefarious people having their way to personal devices ending up retrieving essential data.
	Wireless security protects smartphones, computers, tablets, laptops, and other internet-connected devices along with the wireless network they are in, from unauthorized users, threats, and vulnerabilities (Yedakula, 2019). Wireless devices, mainly routers/switches, are the main channels through which wireless network security is provided. The tools ensure that all wireless communication is secured and encrypted, ensuring that even if someone tapped into the network, they could not view any data. It is important to note that there are several ways to protect a wireless network, for instance, the Wi-Fi network, as there are numerous channels through which a hacker can use to launch an attack on a network.
Wireless Security Threats
 	Understanding wireless security requires one to understand the threats one is protecting from. Access control aims at managing those with access to the network and those without access. This control ensures unauthorized people to not associate with the local area network. It goes beyond authentication, which is a username and password, and verify other essential information of the user to prevent an access control attack, which may lead to loss of data (Security ninja, 2018). Multifactor authentication, which involves having many authentication types, including passwords, biometrics, and smart cards, ensures that access isn’t easily guaranteed. The firm password policy and the encryption of password files should be executed to ensure that delicate information like passwords is safe over the wire. Testing and user awareness would go a long way to prevent access control.
	Confidentiality and integrity attacks are also commonly encountered threats. Integrity attacks tamper with information when moving from one point to another, while confidentiality attacks focus on breaking the encryption model employed in a wireless setup. To ensure that these attacks do not happen, strong encryption such as CCMP encryption should be used as it is considered the best and has not yet been cracked to this day. This action completely blocks the attackers from direct access to the network as he can’t get the value of the key, and they can’t break the confidentiality of the users (Omnisecu, 2020).
	In terms of cost, denial of service attack is a threat that may be very expensive, especially to companies or individuals whose businesses rely on e-commerce. It involves sending a lot of information to target or flooding it with traffic triggering a crash. By achieving this, it may bring down a network preventing the intended users or legitimate users from accessing it. Denial of Service attacks on availability are divided on availability into crashing services and flooding services. Flood attacks are caused by too much traffic into the system for buffering by the server overwhelming the system leading to a slowdown and finally stops.
 Flood attacks include buffer overflow attacks, which is merely sending more traffic than which the system can handle. SYN flood attacks involve the attacker sending many TCP-SYN packets to trigger a TCP connection, but an SYN-ACK pack isn’t relayed back. In contrast, the ICMP flood attacks the victim device by sending it many false ICMP packets. Highly advanced security technologies have identified mechanisms to protect against DoS attacks. Still, considering the uniqueness of the DoS attack, many organizations fear such an attack as it is regarded as an elevated threat (Palo Alto, 2020). Basic wide area networks (WLAN) security features include Service Set Identifiers (SSIDs), ensuring that devices utilize their assigned identifier correctly before connecting to access points. Media Access Control (MAC) restricts connection via access points by using the address associated with each device.
Security Protocols for Wireless networks
	To set up a wireless network, one needs to first choose the right level of encryption before looking at other issues. There three main types of wireless security protocols that offer different levels of encryption. Wired Equivalent Privacy (WEP) is a protocol whose primary focus was to prevent hackers from accessing transmitted data was the first algorithm developed. It did not last for long as their several flaws identified by cybersecurity experts in the algorithm’s security. Calls for WEP to be phased out have been made as significant cyber-attacks have been launched with WEP in play. WEP uses Rivet Cipher 4(RC4) with its 104-bit key. A 24-bit IV used with the key to strengthening the encryption is small in size, and hence administrators may use the same keys. This feature makes it easier to penetrate (RSI Security, 2020).
		Wi-Fi Protected Access (WPA) is the second protocol and is considered a replacement for WEP. WPA has distinct modes for business and personal use to improve security. Pre-shared keys allow better implementation and management of the network among consumers and employees in private mode. Administrators must authenticate a gadget before access to a network in the business model. With such controls, large companies hold power over who has access to data. WPA has an RC4 cipher too but uses temporal key integrity protocol to improve wireless security by incorporating a 256-bit key reducing over usage of keys, and increased IV size to 48 bits. 
	Wi-Fi Protected Access 2 (WPA2) replaced WPA in 2004. It is by far the best security protocol for business and personal use. RC4 and TKIP are replaced by Cipher Block Chaining Message Authentication Code Protocol (CCMP), which uses cipher block chaining to maintain the integrity of the message by preventing everyone apart from the intended users receiving the data (RSI Security, 2020).
	WPS is another type of security standard introduced in 2006 to create fast and easy connections between wireless devices and routers. They are most used in home connections and are likened to people with little knowledge about Wi-Fi protected access security options. Users can easily add new devices by the push of a button, physically on the router, or in the software, and by entering an 8-digit pin, the device is connected (Router-switch, 2017). WPS has not been adopted in the market well despite working with leading operating systems Windows and Android. This slow progression is because its pin is insecure, making it easy to hack. While it makes life more comfortable, it is vulnerable to attacks, and a smart hacker can take a few hours to crack it. 
Advantages of wireless security Networks
Portability is the main advantage of a wireless network when compared to a wired one. This feature allows users to move from one place to another without worrying about losing their internet connection. Wireless security gives confidence to people to connect to a public network such as a Wi-Fi at a coffee shop and continue with business as usual at low or zero cost. Employees can also move around desks without worrying about cables. Users can also share files and other data via the same network without going through finding a port (Nibusiness, 2019).
	Little infrastructure and small setup requirements are required for a wireless network to work. The process saves money and time since the struggle of laying many cables and drilling walls to create a passage. With the reduction of such wiring, it offers a chance to buy different devices boosting wireless network and security. Businesses record more productivity from employees because they are frequently on the network and can work from anywhere, maximizing productivity. Due to the efficient security protocols in wireless networks, losses due to theft through the network has been minimized by the protocols. Businesses can now perform at full throttle without worrying about the risk of theft.
Flexibility is well factored in in a wireless network since it can easily be changed and expanded. In contrast with wired networks, wireless networks don’t require much labor, infrastructure, and time to be changed or moved. It is merely a matter of working with a few devices, ensuring that all changes are facilitated. Wireless networks can also handle many people since there is no limitation to those who can join a network. Compared to a wired connection that requires finding a port on the wall somewhere, having in mind that it could be spoiled, wireless connection eliminates all these problems leaving one to only ask for the Wi-Fi password (Nibusiness, 2019).
Disadvantages of a wireless security network 
	Wireless networks can be problematic when setting them up by people who are not conversant with computers.  Overcoming this issue requires asking for a technician to assist in the setup. In terms of costs, it requires extra costs to set up, especially when buying gadgets such as routers. Due to the high number of people connecting to a single network, speeds may be slow. Network speeds also vary according to the location in terms of the network coverage area. To increase network range, additional access points or repeaters should be purchased, which may end up increasing the cost. It is right to mention that wireless networks are safe, but they are very vulnerable. This vulnerability is because most are in the public domain, and criminals may try to penetrate it. However, with a strong security protocol, wireless networks can’t be compromised easily (Snabay, 2020).
Case study
	Dubsmash, a video messaging app, announced in 2019 that 162 million users’ accounts were illegally accessed. The data breach led to personal information, for instance, usernames, hashed passwords, locations, and phone numbers accessed by a group of hackers. The hashed passwords were encrypted, meaning that someone went to an effort of decrypting them first before using them. The stolen data was purchased much later by the group that obtained it on the dark web. This sale of data was part of a larger scheme that saw data from 16 hacked websites also put up for sale. Dubsmash case is just a tip of the iceberg when it comes to data breaches. Other companies have also made headlines, including Georgia Tech, Evite, and Doordash. 
	Wireless security can’t match the standards of security on a wired connection. When data is sent from point S to T, broadcasting occurs in all directions within the range of that network. Every connected device within that range is all ears for the content in the message. It is, therefore, essential to ensure that data is encrypted, and the system is laced with the latest security protocol WPA2. Currently, the main vulnerability to the WPA2 system situation is where the hacker has managed access to a secured Wi-Fi network and succeeds in obtaining specific keys to begin an attack on other gadgets on the same network. Due to this fact, such vulnerabilities are shared only in big organizations with quite large networks. Regrettably, the probability is still high for attacks in WPA2 capable access points through the Wi-Fi Protected Setup (WPS). Though the turn round time to break into a WPA/WPA2 network is 2-14 hours, this stands to be a significant security problem, and one should think of choosing a firmware that doesn’t support WPS to eliminate this threat (Netspot, 2020).
Conclusion
	Open Wi-Fi networks are rampant for hostile objectives. Today, more people are ignorant about their ability to secure their private networks while others generously want to share their passwords. Since one has no way to verify that a person has obtained their data or read it, it is crucial to remember that when connecting to a public network named after a business, first to confirm whether the business has a working Wi-Fi in the first place. It is vital for a person to determine their acceptable level of risks and how to alleviate them and diverge from them.
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